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A WORKPLACE
CONVERSATION

CYBER HEALTH AND SAFETY

The cyber security of your workplace is not solely a technical
issue. All employees, from the owner or manager to the front
desk, have a role to play. Cyber security is about protecting
the information that belongs to your workplace — whether it is
your organisation’s intellectual property, financial information,
details of your customers or personal staff details.

Employees are the company’s greatest asset — but also
potentially the biggest risk. They are the best line of defence,
but also a vulnerability. Even the best security can’t protect
you if you leave your information “unlocked”.

WORKPLACE POLICIES

* Acceptable Internet use: Include a workplace policy about
acceptable Internet use in your employment agreements.

* Email address: Have a workplace policy about appropriate
use of work email addresses for signing up to email lists,
newsletters and websites (e.g. online shopping, mailing
lists). You should not send sensitive work information to
your personal email addresses.

* Installing programmes: Have a workplace policy about
using or installing new programmes or applications (e.g.
games) on the work computer, laptop or work mobile
devices. Installing unapproved programmes can expose
the work network to vulnerabilities.

° External devices: Have a workplace policy for using
devices such as USB sticks, DVDs, MP3 players and smart
phones at work. Plugging them into the work computer
could expose the work network to a virus or malware.
Either do not use them on the work system or ensure they
are security scanned first.

° Updates: If appropriate, ensure that employees keep their
operating systems, security software and apps up to date
on their computers and mobile devices.

* Back-ups: Have a workplace policy and systems in place to
regularly back-up important data and test that it works.

PASSWORDS

* Make sure all critical accounts have strong passwords.
Connect Smart recommends using a combination of
lower case and upper case letters, numbers and special
characters.

° Have different passwords for different accounts, and
consider using password managers.

» Consider using two-factor authentication if it is offered
by the service for an added layer of security.

* Do not write down your password and never leave it in
an obvious place e.g. on a sticky note or a file marked
“passwords” on your computer. Don't share them with
anyone else!

* If your workplace does not have an automatic prompt to
change your password every four weeks, then set up a
calendar reminder to do so.

WORK LAPTOPS AND WIFI

° Secure your workplace wifi with a password. Change the
network name (SSID) from the default — this will make it
more difficult to find out what the router make/model is
and harder for unauthorised users to gain access.

° Make sure that the encryption feature is activated on your
laptop - this is an important control to protect data and all
modern operating systems offer this feature built in.

* Don't use public wifi for anything that needs a login.

° Ensure everyone has their own password when using a
shared network or computer.

° Lock the computer — when employees leave their desks,
they should lock their screens or log out to prevent any
unauthorized access. Laptops must also be locked when
not in use.

* Do not leave your work (or personal) mobile device lying
around where it can be stolen or tampered with.
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TRAINING

° Have regular training and refreshers on good cyber
security practices in the workplace. Threats are evolving,
staff move around and new employees need induction.

* Make training useful and relevant — e.g. relevant to how
people use their computer at home and to assist friends
and family; make it topical — refer to media stories/cases.

° Regularly test employees on their practices. Make it
fun: provide rewards — a chocolate fish for a user who is
found to lock their computer, for example. Check out the
Connect Smart quiz “How Cyber Smart are you?”

* If you need staff to work after-hours or from home, ensure
there is a secure way for them to do so. Employees should
not use unsecure devices or networks, copy files to a USB
or similar, or email sensitive work information to their
personal email accounts.

* Don't make it too difficult for staff — they will find less
secure work arounds. Use common sense and no jargon.

* Send emails to employees about the latest threats and
cyber security terms. The Connect Smart Glossary is a
good place to start to bust some cyber security jargon.

SOCIAL MEDIA

* Encourage employees to maintain maximum privacy
settings on their social media accounts such as Facebook,
Twitter and Google+. This means that only their contacts
can see their personal information such as birth date,
location, etc.

* Avoid connecting with people you don’t know on social
media platforms. These platforms can be used as an
avenue for information harvesting or doxing (researching
and disclosing personal information about an individual
or organisation).
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° Encourage employees to avoid posting information about
their employment on social media.

° Reducing the amount of personal details posted online
helps to reduce information that can be used for identity
theft, spear phishing attacks and other scams that rely on
personal information to appear legitimate.

INCIDENT RESPONSE

° If you see something suspicious, report it to the IT provider
or department or your manager.

* Advise IT or your manager immediately if your work mobile
or laptop is lost or stolen.

° Have a guide for employees, including step-by-step
instructions, so that they know what to do if there is an
online incident (e.g. turn off and unplug the computer,
report suspicious emails, report a lost/stolen device, have
the phone number of the IT department handy).

e Consider running exercises and simulations to educate
your employees about threats they might encounter.

We recommend you communicate clear expectations to
everyone in the workplace about acceptable Internet use
at work and the handling of work or business information.
You don't need to have a long document but it can help
to set out a few rules to keep your business and it's
information secure.




